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It’s time to rethink IT security (with Sophos) 

Jorn Lutters, Pre-Sales Engineer for Sophos 

The modern threat 
landscape 
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Professionalized 
attackers 
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50% 75% 88% 

Welcome to the Age of Personalized Malware 

50% of our detections 
are based on only 19 
malware identities. 

75% of unique pieces of 
malware are targeted 
attacks (i.e., are not 
seen beyond the 
organization targeted).  

88% of malware found 
in fewer than 10 other 
organizations. 
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42.8  
million  

Security incidents 
detected per year. 

© PWC Information Security Survey 2015 

117,339 
incoming attacks 
per day, every day – 
roughly 1,5 per 
second 
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Bigger targets 
with bigger 
impact 
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Outdated security 
principles 
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Problem 1: 
 
Complexity 
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Problem 2: 
 
The gap 
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Solution A Solution B 

Solution C 

You are here 
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Problem 3: 
 
Segmentation 
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Security theory 
101 (back to 
basics) 
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Sophos: 
Security made 
simple 
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Sophos’ core customers 

Challenged by Complexity 
Limited by Resources 
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Complete Security… 

Made Simple. 

 

Network 

 

End Users and Devices 

 

Servers 

 

Simple Deployment 

 

Simple Protection 

 

Simple Management 

• On premise 
• Virtual 
• Cloud 
• User self provision 

• Active Protection – real-time 
protection powered by SophosLabs 

• Live lookups via the Cloud 
• SophosLabs experts tune the 

protection so you don’t have to 
 

Next Gen 
Firewall 

Anti-
malware 
and IPS 

URL 
Filtering 

Network 
Access Control 

Wireless VPN Anti-Spam Email 
Encryption 

Anti-
Malware 

Mobile Encryption Patch 
Assessment 

Application 
Control 

Device 
Control 

Encryption 
for Cloud 

Endpoint Web 
Protection 

Anti-Malware 

Webserver 
Protection 

Virtualization 

Intuitive consoles:  
On Premise or 
From the Cloud 

 
Backed by expert support 

App Control 

V-Shield 
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AT HOME AND ON THE MOVE 

Mobile Control Endpoint Security 
SafeGuard Encryption 

HEADQUARTERS 

Endpoint Security 
SafeGuard Encryption 

REMOTE OFFICE 1 

NextGen Firewall 

Secure Wi-Fi 

Endpoint Security 
SafeGuard Encryption 

Secure Wi-Fi 

Secure VPN 
Client 

Mobile Control 

Reputation Data     •    Active Protection      SophosLabs     Correlated intelligence    •    Content Classification 

Administration 

SOPHOS CLOUD 

Web Application Firewall 

Secure Email 
Gateway 

Secure Web 
Gateway 

Mobile Control 

Network Storage Antivirus 
Server Security 

Guest Wi-Fi 

UTM 
NextGen Firewall 

Secure Web Gateway 
Secure Email Gateway 

Web Application Firewall 

REMOTE OFFICE 2 

Secure Wi-Fi 

Endpoint Security 
SafeGuard Encryption 

Mobile Control 

Secure VPN RED 
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SophosLabs 
Active Protection 

   

   

   

   

Malware 
Data 

Website URL 
Database 

HIPS 
Rules 

Reputation 
Data 

Malicious 
URLs 

Spam 
Campaigns 

Sensitive 
Data Types 

Application 
Categories 

Device 
Data 

Mobile 
Application 
Reputation 

Anonymizing 
Proxies 

Application 
Patches 

   

Network Servers Devices 

Web Email 
Next 
Gen FW 

Web App 
FW 

Wifi 

Smartphone/ 
Tablet 

Workstation/ 
Laptop 

Data 

Correlated Intelligence 

Reputation Data 

Content Classification 

File 

Web 

Email 
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Sophos Complete 
Security 

Anti-spam 

BYOD solution 

Anti-malware 

Usage policies 

Security Management 

Firewall 

Encryption 
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EFFECTIVENESS 
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“INTEGRATED” 
PRODUCT 

PORTFOLIO 

COMPLETE 
SECURITY 

INTEGRATION 

POINT 
SOLUTION 
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