The modern threat
landscape

It’s time to rethink IT security (with Sophos)
Jorn Lutters, Pre-Sales Engineer for Sophos



Professionalized
attackers



Welcome to the Age of Personalized Malware

‘50% ‘75%' ‘88%’

50% of our detections 75% of unique pieces of 88% of malware found
are based on only 19 malware are targeted in fewer than 10 other
malwareidentities. attacks(i.e., are not organizations.

seen beyond the
organization targeted).




Security incidents grow 66% CAGR
The total number of security incidents detected 42 . 8

million

28.9

million

showed an increase of 458% over 2013,

24.9

rmillicn

22.7

rrillicn

QA

42-8 Security incidents

detected per year.

incoming attacks
per day, every day —
roughly 1,5 per
second

million

© PWC Information Security Survey 2015
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Bigger targets
with bigger
impact \




CREDIT CARD INFORMATION COMPROMISED

PEOPLE AFFECTED
[ ) a—
WM —
HOME DEPOT TARGET
60 MILLION 40 MILLION
reported
\ \ SOURCE: THE NEW YORK TIMES/TARGET
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152,445,165
4,821,262
4,789,599

4,609,615
1,247,574
1,186,564
1,057,819
859,777
855,249
530,270
453,427
227,746
202,683
191,540
180,468
158,093
148,366

Adobe accounts
mail.ru Dump accounts

Bitcoin Security Forum
Gmail Dump accounts

Snapchat accounts
Gawker accounts

Yandex Dump accounts
Forbes accounts

Stratfor accounts

Manga Traders accounts
Battlefield Heroes accounts
Yahoo accounts
Cannabis.com accounts
Win/Vista Forum accounts
hackforums.net accounts
AhaShare.com accounts
Boxee accounts

WPT Amateur Poker League
accounts
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116,465
104,097
56,021
55,622
45,018
38,108
37,784
37,103
36,789
35,368
28,641
26,596

20,902
16,919
5,788
3,200

2,239

Pokemon Creed accounts
Insanelyi accounts
Vodafone accounts

Spirol accounts

Lounge Board accounts
Pixel Federation accounts
Muslim Directory accounts
Sony accounts
BigMoneylobs accounts
Fridae accounts
hemmelig.com accounts

Business Acumen Magazine
accounts

Bell accounts
Verified accounts
Astropid accounts

UN Internet Governance

Forum accounts

Tesco accounts
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Russia gang hacks 1.2 billion usernames
and passwords
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The group is alleged to have qtolen crbdentmlfa from hundreds of thousands of websites globally

A Russian group has hacked 1.2 billion usernames and passwords
belonging to more than 500 million email addresses, according to
Hold Security - a US firm specialising in discovering breaches.

Related Stories

Israeli Iron Dome firms
Hold Security described the hack as the "largest data breach known to ‘hacked’

date".

Russian hacker group
attacks CNET

SOPHOS

Top Stories

e Iran nuclear talks
«} deadline extended

US defence secretary to step down
Swiss museum to accept ‘Nazi art’
Falling oil price costs Russia $100bn

Spain priests held over child abuse

Features & Analysis

Warning shots

Countries with the most ¢
photos on cigarette boxe

Making China laugl

Why one Irish-American
IS tr, ing stand-up in Beiji

Murdered in Hong |
One woman's journey fro
village to tragic death in
city

§ Abandoned baby




Outdated security
principles |
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Problem 1:

Complexity
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Global Companies & Politics & Policy | Technology Innovation &
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Features

Missed Alarms and 40 Million Stolen Credit
Card Numbers: How Target Blew It

By Michael Riley, Ben Elgin, Dune Lawrence, and Carcl Matlack | March 13, 2014

0000 o

Business Small Business | Video &
Schools Multimedia

Most Popular Feed

Read Shared Discussed
iPhone & and 6 Plus Review: Big vs. Extremely Big

End of an Era: Larry Ellison Steps Down as Oracle’s
CECQ

Hey, Android Users, Don't Buy the New iPhones

Mine Designers Imagine the British Flag Without
Scotland

Tim Cook Interview: The iPhone 6, the Apple Watch,
and Remaking a Company's Culture

End of an Era: Larry Ellison Steps Down as Oracle’s
CEO

Mine Designers Imagine the British Flag Without
Scotland

Tim Cook Interview: The iPhone 6, the Apple Watch,
and Remaking a Company's Culture

The Glock Family Feud: Founder's Ex-Wife and Kids
Speak QOut for the First Time
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Cybersecurity

Home Depot Hacked After Months of
Security Warnings

By Ben Elgin, Michael Riley, and Dune Lawrence | September 18, 2014
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Most Popular Feed

Shared Discussec

Cash Is for Losers!

Hot Cakes Are Actually Not Selling Well at All
Saving SeaWorld

Liberals Lose Their Cool in the Supreme Court Figh
Over Obamacare

Why the Red Sox Might Overpay for Jon Lester
Cash Is for Losers!

We Now Spend More Time Staring at Phones Than
TVs

Saving SeaWorld
Hot Cakes Are Actually Not Selling Well at All
Nike Launches Its First Store Devoted to Women

Liberals Lose Their Cool in the Supreme Court Figh
Over Obamacare

Russia Delivers a New Shock to Crimean Business
Forced Nationalization

How GMO Crops Can Be Good for the Environmen
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Problem 2:

The gap A




Solution A Solution B

o

You are here

Solution C
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Problem 3:

Segmentation



Directar of ICT

CAS Servor Progect Suppon

T Training Marsger

Officer % ks H| Business & Customer
-2 sterns Mansger s
. Platiorm Stratagy & 1CT Sanvices Depaetmant i
Programmez Manager T

DOS Project Marager
CRS

ICT Sandces Department

Partfclio Manager
CRS

Servor Froject Manager
ICT Sanices Departmant

PC Proturement Manager
ICT Sarvices Departmant

Change Mansger
CR’S

CRS Jusiness Analyst
€3S

SOPHOS

Agevin Suppert
H Business & Customer
Services

CRS Trairer x3
H  Business & Customer
Services

Hesd of Business &
cas mme Marager an.l’.llmum R Haoad of Custamer Sup s Haad af Scfiware
RS Chent Services Business & Cust, Support Devslopment
IT Services Casvicac Software Development
i) 1
I 1 1 L ]
! s men
CRS Charge Leac x2 User Support Manager PC/Network Manager System Support Manager c;:;ﬁ;n:‘& ::::'::?' scz“-:zcv:::z‘: 2 = CT Back Office M
ICT S &5 Depart ICT Sanvices D% o af o5 D " B 3 = ce Msroger
CT Sanvices Department CT Sanices Depaetment CT Sarvices Department S Bakofice
Customer Laison -
CRS Lead] Nurse PC Support Engineer 5 Network Support Manager Computer Operator 13 Manage “?::;fh'::‘:::f 5 £ 1 dack O @
(=13 ICT Senices Department ICT Services Department €T Servces Department 3usiness & Custamer ACKLINCE R
Back Office
Services
—_—T
Recepticrest/Admin
AA Agant x3 PC Support Analyst | [Netwerk/Suppert Srgineser | |Acting Depaity Shilt Laader Assistant I
cas ICT Services Department ICY Services Departrent 1 Serwces Department Buziness & Customer
CRS Systems Maragar Services
CRS Senicr Programmer 3
Depl. Systerns
I - I
| | CRS Project Manager x4 1 Network Enginser | Shift Leader x3 ::;o Dfr:.:;:r::nc-rr |
CRS Sanioe Dosk Managar ICT Services Department T Services Departiment e %
Services .
K Scftware Development
Testerx 2 Service Des
Taam Mambsr 53
CRS
1G Admiristrator Serice Systers Ergineer au':;;ﬂ:;l(r::::h';w
CR5 Senvce Desk Analyst x5 Security Manager T Sarvices Department ntilcas
Service Desk ICT Services Departiment
—




Security theory
101 (back to
basics)



Intrusion g
Prevention

Firewall

— 7
Network
Security MGT
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Sophos:
Security made
simple



60,0
50,0
40,0
Sophos’ core customers
30,0
20,0 Challenged by Complexity
Limited by Resources
10,0
0 1 ’
_—
,0 |
100-499 500-999 1000-4,999
Employees Employees Employees




Complete Security...

Network Servers End Users and Devices
Ll
| m @ Anti-Malware O) -
| +
) ] Webserver . . . o
Next Gen Anti- URL Network B protection Anti- Mobile Encryption Patch
Firewall malware Filtering Access Control - Malware Assessment
(( )) and 1PS M |D Virtualization
’ & @ | App Control E ﬂ @ @
Wireless VPN Anti-Spam Email Application Device Encryption Endpoint Web
Encryption |D V-Shield Control Control for Cloud Protection
Made Simple.
Simple Deployment Simple Protection Simple Management
* Onpremise * Active Protection — real-time Intuitive consoles:
* Virtual protection powered by SophosLabs On Premise or
+ Cloud * Live lookups via the Cloud From the Cloud
e User self provision * SophosLabs experts tune the

protection so you don’t have to Backed by expert support
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Anti-spam

SophosComplete
Security

BYOD solution

Usage policies
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